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Jeremy Schwartz, Global Head of Research at WisdomTree, assembled an expert panel in a recently 

broadcast “Behind The Markets Podcast” to discuss cybersecurity. The panel included:

• Bob Blakely, Operating Partner at Team8

• Brian Dunphy, Vice President of Product Management at Claroty

• David Yates, Chief Information Officer at WisdomTree

The panel wanted listeners to have a better perspective on what occurred during the Colonial Pipeline 

Ransomware cyber attack and if companies can mitigate their risk to these types of threats. However, at 

the time of recording this podcast and coincidentally, another well-publicised cyber attack occurred: The 

SolarWinds hack.

The SolarWinds hack was particularly notable due to the fact that the hackers were able to hack into the 

SolarWinds software. Their newest effort used the United States Agency for International Development 

(USAID) emails from this domain to gain the trust of users.

The panellists covered what they knew of the Colonial Pipeline Ransomware attack. It was emphasised that 

the company contacted law enforcement very quickly but they also contacted a firm called Mandiant, an 

expert in cybersecurity and ransomware very quickly too. Colonial Pipeline was very focused on mitigating 

the spread of the attack. Frequently, attackers will focus on gaining access to a system through IT services 

and structures. Even if they gain this access, it is not guaranteed that they would also have access to all 

the industrial control systems at that company. In the past, these systems were not even connected. With 

modernisation today, these systems are becoming more connected. This helps efficiency and usability, but 

it might not help security if risks are not mitigated.

The panellists also brought up the the rise of cryptocurrencies and whether their mere existence encourage 

these types of attacks.

At WisdomTree, we are always focusing on how investors might structure a thesis that could align with 

a given topic or megatrend. If investors are seeking companies providing solutions that could help with 
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ransomware attacks, themes they might focus on could include ‘resilience and recovery’, ‘smarter security’ 

or ‘Internet of things.’ WisdomTree has worked with Team8 on publicising these themes in prior blogs.

Listen to the full recording:
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Important Risks Related to this Article

Important Information
Marketing communications issued in the European Economic Area (“EEA”): This document has 

been issued and approved by WisdomTree Ireland Limited, which is authorised and regulated by the 

Central Bank of Ireland.

Marketing communications issued in jurisdictions outside of the EEA: This document has been 

issued and approved by WisdomTree UK Limited, which is authorised and regulated by the United Kingdom 

Financial Conduct Authority.

WisdomTree Ireland Limited and WisdomTree UK Limited are each referred to as “WisdomTree” (as 

applicable). Our Conflicts of Interest Policy and Inventory are available on request.

For professional clients only. The information contained in this document is for your general 

information only and is neither an oer for sale nor a solicitation of an oer to buy securities or 

shares. This document should not be used as the basis for any investment decision. Investments 

may go up or down in value and you may lose some or all of the amount invested. Past performance 

is not necessarily a guide to future performance. Any decision to invest should be based on the 

information contained in the appropriate prospectus and aer seeking independent investment, tax 

and legal advice.

The application of regulations and tax laws can oen lead to a number of dierent interpretations. Any views or 

opinions expressed in this communication represent the views of WisdomTree and should not be construed 

as regulatory, tax or legal advice. WisdomTree makes no warranty or representation as to the accuracy of 

any of the views or opinions expressed in this communication. Any decision to invest should be based on 

the information contained in the appropriate prospectus and aer seeking independent investment, tax and 

legal advice.

This document is not, and under no circumstances is to be construed as, an advertisement or any other 

step in furtherance of a public oering of shares or securities in the United States or any province or territory 

thereof. Neither this document nor any copy hereof should be taken, transmitted or distributed (directly or 

indirectly) into the United States.

Although WisdomTree endeavours to ensure the accuracy of the content in this document, WisdomTree 

does not warrant or guarantee its accuracy or correctness. Where WisdomTree has expressed its own 

opinions related to product or market activity, these views may change. Neither WisdomTree, nor any 

ailiate, nor any of their respective oicers, directors, partners, or employees accepts any liability whatsoever 

for any direct or consequential loss arising from any use of this document or its contents.
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