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Key Takeaways

• Cybersecurity thematic funds delivered strong performance in 2023

• Expertise is required to better capture the cutting-edge companies in the cybersecurity segment

• The anticipation of rate cuts, increasing geopolitical risks and further development of AI could be 

tailwinds behind cybersecurity theme in 2024

• Related Products WisdomTree Cybersecurity UCITS ETF – USD Acc Find out more

2023 was a year full of variables. Increasing geopolitical risks, declining inflation in major economies 

and significant advancements in Artificial Intelligence (AI) development – all these factors contributed to 

uncertainty, but also to investment opportunities across various segments. To seize these opportunities, 

investing in trending themes can be a viable approach and one of the most prominent themes we’ve 

observed is cybersecurity.

While following these hot themes allows us to capture megatrends, the same logic doesn’t necessarily 

guide us toward identifying strong performing companies. Predicting the performance of individual stocks, 

especially in the ever-evolving tech industry, remains challenging. Identifying a promising trend is often 

more straightforward than pinpointing specific winning stocks in many situations.

WisdomTree’s Thematic Universe

WisdomTree consistently monitors the Exchange Traded Funds (ETFs) and open-ended mutual funds that 

it considers part of the ‘Thematic Universe’ – the monthly report is available here. It enables us to pick 

specific themes, including cybersecurity, and compare them to the peer funds in the markets. While no 

theme or fund can consistently outperform others, through monitoring and comparison we can identify hot 

themes with growth potential within the thematic universe. Once a hot theme is identified the next step is 

to determine which fund that tracks that theme has best captured the performance wave.

Cybersecurity surged in late 2023

https://www.wisdomtree.com/fi/insights/blog/navigating-cybersecurity-revealing-cutting-edge-play-

ers-via-top-performing-portfolios

https://www.wisdomtree.eu/-/media/eu-media-files/other-documents/research/thematic-monthly/wisdomtree-european-thematic-monthly-update-february-2024.pdf?sc_lang=en-gb&hash=B651C0C901E78F0950613E5843B27FEB
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The cybersecurity theme benefited from both macroeconomic factors and company fundamentals in 2023. 

The anticipation of rate cuts, driven by falling inflation in major economies, worked in favour of cybersecurity 

companies – especially those that have recently gone public – regarding funding costs and valuation. 

Simultaneously, significant advancements in AI bolstered the cybersecurity theme from both demand and 

supply perspectives. As AI-related threats continue to rise, investment in cybersecurity remains a top 

priority for large firms. Additionally, cybersecurity companies have begun leveraging AI to enhance their 

solutions. It is well known that the demand for cybersecurity professionals is way beyond the supply of 

these workers, so anything that can help the professionals that we do have operate more efficiently could 

be invaluable. The favourable impact of these developments is evident in strong Q3 financials and a positive 

revenue outlook.

All 11 cybersecurity thematic funds (including both ETFs and open-ended funds) in Europe demonstrated 

strong performance in 2023 – the top five best performing achieved returns exceeding 40% and all 11 

funds delivered positive returns in 2023. This trend has maintained continual growth this year.

As of 29 February 2024, the total assets under management (AUM) in cybersecurity thematic funds 

reached about $6.5 billion1, reflecting a growth of around 26% since the beginning of 2023. Notably, 

approximately $5.3 billion of this AUM is managed through ETFs.

The index-based thematic ETFs enable investors to access specific themes and 2023 provided an 

opportunity to review a period when cybersecurity got hot. Let’s look closely at three example cybersecurity 

indices: WisdomTree Team8 Cybersecurity UCITS Index (WTCBR), STOXX Global Digital Security Index 

USD (STXTDSL) and ISE Cyber Security UCITS Index (HUR).

Since the start of 2023 WTCBR consistently exhibited higher volatility compared to both STXTDSL and 

HUR. Despite a dip in April 2023, it experienced a pronounced acceleration in returns when cybersecurity 

became a hot topic in November and December. However, this higher volatility also translated into greater 

losses when compared to STXTDSL and HUR when the theme declined in 2022. STXTDSL and HUR, 

while also accelerating in terms of performance, maintained a similar trajectory to each other and did not 

exhibit the same sharp upward trend as WTCBR.

Figure 1a: Standardised performance as of 29 February 2024

Source: WisdomTree, Bloomberg. The performance is based on the net total returns (NTR) in USD term 

as of 29 February 2024. Return figures for time periods longer than 1 year are annualized.

Figure 1b: WTCBR vs. STXTDSL & HUR since 2023 (30 December 2022 
to 29 February 2024)
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Source: WisdomTree, Bloomberg. The performance is based on the net total returns (NTR) in USD term 

as of 29 February 2024. You cannot invest directly in an index. Historical performance is not an 

indication of future performance and any investment may go down in value.

How to get closer to cutting-edge companies?

Getting closer to cutting-edge companies in the cybersecurity theme is crucial for unlocking growth 

potential. Companies that closely align with cutting-edge technologies are better positioned to gain a 

competitive advantage. However, there is a premium on accessing the newest companies pursing the 

most current defences.

WTCBR, STXTDSL and HUR are all tracking returns of indices, but how close can these indices get to 

the newest technologies? Figure 2 shows the top 10 positions of each fund, it shows that:

• WTCBR and HUR have a roughly similar weight in the top 10 holdings (40-50%) while STXTDSL has 

a less concentrated weight (<20%).

https://www.wisdomtree.com/fi/insights/blog/navigating-cybersecurity-revealing-cutting-edge-play-
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• As part of the methodology behind the WisdomTree Team8 Cybersecurity UCITS Index (which is 

tracked by WCBR), Team8 – leveraging its cybersecurity expertise – evaluates each company’s 

cybersecurity practices based on what they consider to be the eight most crucial functional aspects 

of this discipline. The focus is on the future of what will be needed in cybersecurity, and a broad focus 

is telling us that the company is doing at least three things that Team8 views as critical to the future of 

cybersecurity.

• STOXX Global Digital Security Index selects companies based on their exposure to the digital security 

theme. It encompasses companies which are involved in the transmission, safeguarding and/or 

handling of sensitive data, and/or access control of secure locations. The #N/A in figure 2 means that 

Team8 did not classify the company into any of its eight critical cybersecurity areas.

• ISE Cyber Security UCITS Index focuses on companies that work to develop hardware and/or software 

that safeguards access to files, websites and networks from external origins, or those that utilise 

these tools to provide consulting and/or secure cyber based services to their clients. The Team8’s 

classification is telling us that the companies are involved in eight distinct focal areas on the future of 

cybersecurity but not all of them are fast-growing players.

Figure 2: Top 10 Company exposures within WTCBR, STXTDSL and HUR 
(average weights from 30 December 2022 to 29 February 2024)

Source: WisdomTree, Bloomberg, Team8.

While certain rules – such as filters based on stock liquidity and market capitalisation – can be universally 

applied when constructing a portfolio, selecting stocks within a theme that have significant growth potential 

requires a bespoke approach with a forward-looking vision. Collaborating with Team8, whose professionals 

include individuals experienced in dealing with cyber activities in Israel’s military and the U.S. National 

Security Agency, ensures that the companies’ focus on cybersecurity evolves swiftly within the index.

Conclusion

Over the past three years, cybersecurity companies have experienced fluctuations. The theme declined, 

as did most of other themes in 2022, due to the fastest series of interest rate hikes since early 1980’s. 

Following an upswing in 2021 they began to climb in 2023, culminating in a late 2023 rally. Interest rates 

played an important role during this period. Looking ahead to 2024, we believe that cybersecurity remains 

an exciting theme due to its high sensitivity to both megatrends and interest rates, benefiting from potential 

tailwinds – such as the anticipation of rate cuts led by the falling inflation in the major economies, increasing 

geopolitical risks due the tension in middle east and across the Taiwan strait, further development of AI 

and the synergy between AI and cybersecurity.

Sources

1 Source: WisdomTree, Bloomberg
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Important Risks Related to this Article

Important Information
Marketing communications issued in the European Economic Area (“EEA”): This document has 

been issued and approved by WisdomTree Ireland Limited, which is authorised and regulated by the 

Central Bank of Ireland.

Marketing communications issued in jurisdictions outside of the EEA: This document has been 

issued and approved by WisdomTree UK Limited, which is authorised and regulated by the United Kingdom 

Financial Conduct Authority.

WisdomTree Ireland Limited and WisdomTree UK Limited are each referred to as “WisdomTree” (as 

applicable). Our Conflicts of Interest Policy and Inventory are available on request.

For professional clients only. The information contained in this document is for your general 

information only and is neither an oer for sale nor a solicitation of an oer to buy securities or 

shares. This document should not be used as the basis for any investment decision. Investments 

may go up or down in value and you may lose some or all of the amount invested. Past performance 

is not necessarily a guide to future performance. Any decision to invest should be based on the 

information contained in the appropriate prospectus and aer seeking independent investment, tax 

and legal advice.

The application of regulations and tax laws can oen lead to a number of dierent interpretations. Any views or 

opinions expressed in this communication represent the views of WisdomTree and should not be construed 

as regulatory, tax or legal advice. WisdomTree makes no warranty or representation as to the accuracy of 

any of the views or opinions expressed in this communication. Any decision to invest should be based on 

the information contained in the appropriate prospectus and aer seeking independent investment, tax and 

legal advice.

This document is not, and under no circumstances is to be construed as, an advertisement or any other 

step in furtherance of a public oering of shares or securities in the United States or any province or territory 

thereof. Neither this document nor any copy hereof should be taken, transmitted or distributed (directly or 

indirectly) into the United States.

Although WisdomTree endeavours to ensure the accuracy of the content in this document, WisdomTree 

does not warrant or guarantee its accuracy or correctness. Where WisdomTree has expressed its own 

opinions related to product or market activity, these views may change. Neither WisdomTree, nor any 

ailiate, nor any of their respective oicers, directors, partners, or employees accepts any liability whatsoever 

for any direct or consequential loss arising from any use of this document or its contents.
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