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On a recent Behind the Markets podcast, I spoke with an expert panel on cybersecurity that gave listeners a rational
perspective on the recent cyberattacks gaining significant global publicity. The panel included:
Bob Blakley, Operating Partner at Team8
Brian Dunphy, Vice President of Product Management at Claroty
David Yates, Chief Information Officer at WisdomTree
Our podcasts usually have an organizing principle or catalyst. In this case, it was the Colonial Pipeline ransomware
attack. We wanted listeners to have a better understanding of what occurred and whether companies can mitigate their
risk of these types of events. However, another attack occurred last week on the exact date of the recording—the group
responsible for the SolarWinds hack in early 2020 struck again.
The SolarWinds attack was particularly notable because the attackers were able to latch onto an access mechanism, in
this case the widely spread SolarWinds software, that users would trust without question. The latest effort used emails
from the USAID domain to gain the trust of users so that they would be more likely to click on malicious links.
Bob noted that once these groups ﬁnd an avenue of attack that inﬁltrates the target’s security systems, they will likely
continue to try that tactic.
Our discussion went into detail about what the panelists knew of the Colonial Pipeline ransomware attack. It was
emphasized that the company contacted law enforcement very quickly, as well as Mandiant, an expert in cybersecurity
and ransomware. These attacks require immediate involvement of experts and law enforcement when they occur.
Colonial was also very focused on mitigating the spread of the attack. Frequently, attackers focus on gaining access to a
system through IT services and structures. Even if they manage to inﬁltrate, it is not guaranteed that they will also have
access to all the target company’s industrial control systems. In the past, these systems were not even connected. But
with modernization, they are becoming more connected, which helps with efﬁciency and usability. This might pose
security challenges.
Criminal enterprises are doing their homework to ﬁgure out where they should apply their ransomware tactics. DarkSide
is the group publicized as being behind the Colonial Pipeline event, but in fact, DarkSide provides a sort of a ‘malware
platform.’ Customers, in this case, criminal enterprises, use the malware for their speciﬁc purposes after doing their
research on possible victims. They want to structure the attack in a way that maximizes the chance of receiving a
payment, and they want to ensure that the entity being attacked has the resources to pay.
The rise of cryptocurrency raised an interesting line of thinking—does its mere existence encourage these types of
attacks? When bitcoin was starting out, it was thought that transactions using bitcoin were anonymous. The more precise
way to frame this, given that the bitcoin blockchain is publicly viewable, is that bitcoin transactions are difﬁcult to track
quickly, but that they most certainly should not be viewed as completely anonymous. Other cryptocurrencies may
provide better anonymity than bitcoin.
At WisdomTree, we are always focusing on how investors—if they believe in a theme—might structure a thesis that could
align with a given topic or megatrend. The panel considered that if investors are seeking companies providing solutions
that could help with ransomware attacks, themes they might focus on could include ‘resilience and recovery,’ ‘smarter
security’ or ‘the Internet of Things.’ WisdomTree has worked with Team8 on publicizing these themes in prior blog
posts.
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This was a fantastic and very timely discussion on a big topic. Please listen below.

Importan t Risks Re late d to th is Article

There are risks associated with investing, including the possible loss of principal. The Fund invests in cybersecurity
companies, which generate a meaningful part of their revenue from security protocols that prevent intrusion and attacks
to systems, networks, applications, computers and mobile devices. Cybersecurity companies are particularly vulnerable
to rapid changes in technology, rapid obsolescence of products and services, the loss of patent, copyright and trademark
protections, government regulation and competition, both domestically and internationally. Cybersecurity company
stocks, especially those which are Internet-related, have experienced extreme price and volume ﬂuctuations in the past
that have often been unrelated to their operating performance. These companies may also be smaller and less
experienced companies, with limited product or service lines, markets or ﬁnancial resources and fewer experienced
management or marketing personnel. The Fund invests in the securities included in, or representative of, its Index
regardless of their investment merit and the Fund does not attempt to outperform its Index or take defensive positions in
declining markets. The composition of the Index is heavily dependent on quantitative and qualitative information and
data from one or more third parties, and the Index may not perform as intended. Please read the Fund’s prospectus for
specific details regarding the Fund’s risk profile.
For standardized performance and the most recent month-end performance click here NOTE, this material is intended
for electronic use only. Individuals who intend to print and physically deliver to an investor must print the monthly
performance report to accompany this blog.
Related Blogs
+ Fortifying Your Portfolio with the WisdomTree Cybersecurity Fund
+ Cloud Security: A Necessary Component in Digital Transition Planning
Related Funds
+ WisdomTree Cybersecurity Fund
+ WisdomTree Cloud Computing Fund
+ WisdomTree BioRevolution Fund
For more investing insights, check out our Economic & Market Outlook
View the online version of this article here.

WisdomTree.com

1-866-909-WISE (9473)

WisdomTree BLOG ARTICLE
IMPORTANT INFORMATION
U.S. investors only: Click here to obtain a WisdomTree ETF prospectus which contains investment objectives,
risks, charges, expenses, and other information; read and consider carefully before investing.
There are risks involved with investing, including possible loss of principal. Foreign investing involves currency, political
and economic risk. Funds focusing on a single country, sector and/or funds that emphasize investments in smaller
companies may experience greater price volatility. Investments in emerging markets, currency, ﬁxed income and
alternative investments include additional risks. Please see prospectus for discussion of risks.
Past performance is not indicative of future results. This material contains the opinions of the author, which are subject to
change, and should not to be considered or interpreted as a recommendation to participate in any particular trading
strategy, or deemed to be an offer or sale of any investment product and it should not be relied on as such. There is no
guarantee that any strategies discussed will work under all market conditions. This material represents an assessment of
the market environment at a speciﬁc time and is not intended to be a forecast of future events or a guarantee of future
results. This material should not be relied upon as research or investment advice regarding any security in particular. The
user of this information assumes the entire risk of any use made of the information provided herein. Neither WisdomTree
nor its affiliates, nor Foreside Fund Services, LLC, or its affiliates provide tax or legal advice. Investors seeking tax or legal
advice should consult their tax or legal advisor. Unless expressly stated otherwise the opinions, interpretations or ﬁndings
expressed herein do not necessarily represent the views of WisdomTree or any of its affiliates.
The MSCI information may only be used for your internal use, may not be reproduced or re-disseminated in any form and
may not be used as a basis for or component of any ﬁnancial instruments or products or indexes. None of the MSCI
information is intended to constitute investment advice or a recommendation to make (or refrain from making) any kind
of investment decision and may not be relied on as such. Historical data and analysis should not be taken as an
indication or guarantee of any future performance analysis, forecast or prediction. The MSCI information is provided on
an “as is” basis and the user of this information assumes the entire risk of any use made of this information. MSCI, each of
its afﬁliates and each entity involved in compiling, computing or creating any MSCI information (collectively, the “MSCI
Parties”) expressly disclaims all warranties. With respect to this information, in no event shall any MSCI Party have any
liability for any direct, indirect, special, incidental, punitive, consequential (including loss proﬁts) or any other damages (
www.msci.com)
Jonathan Steinberg, Jeremy Schwartz, Rick Harper, Christopher Gannatti, Bradley Krom, Tripp Zimmerman, Michael
Barrer, Anita Rausch, Kevin Flanagan, Brendan Loftus, Joseph Tenaglia, Jeff Weniger, Matt Wagner, Alejandro Saltiel,
Ryan Krystopowicz, Kara Marciscano, Jianing Wu and Brian Manby are registered representatives of Foreside Fund
Services, LLC.
WisdomTree Funds are distributed by Foreside Fund Services, LLC, in the U.S. only.
You cannot invest directly in an index.
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DEFINITIONS
Cryptocurrency : a digital or virtual currency that is secured by cryptography, which makes it nearly impossible to
counterfeit or double-spend.
Bitcoin (the currency) : A digital currency (also called a cryptocurrency) created in 2009, which is operated by a
decentralized authority as opposed to a traditional central bank or monetary authority.
Blockchain : a distributed ledger system in which a record of transactions made in cryptocurrencies are maintained
across computers linked in a peer-to-peer network
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